Information Securi
FOR FEDERAL'AGENCIES

Information system
security remains one
of the most critical
responsibilities facing
[T professionals
within the Federal
government today.
World Events, as
well as those at home,
have proven just
how vulnerable some

agencies have been.

As an OMB-approved
Information Systems
Security Shared Services
Center, we provide both
independent and opera-
tional security services to
assist you in achieving
FISMA compliance. Our
end-to-end service offer-
ings complement your

existing security program.

Our security teams have
extensive IT and Federal

Information Systems Security
Phone 405-954-8338 S

For information security inquiries,
contact ESCat ISS_Services@esc.qgov
or 405-954-8888
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government work experi-
ence. Our team members
have also worked in a
variety of industries in
the private sector, as well
as for other government
agencies and the
Department of Defense.
As a government agency,
we are positioned to
understand your needs
while staying abreast

of current trends and
regulations.
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ent Information Security Services

FISMA Compliance using NIST Requirements:

B [nitial system certifications

B Triennial re-certifications

B Annual security assessments

B Continuous Monitoring Assessments (CMA)

Audit Consultation:
B Minimize your IT findings
B Conduct internal security audits

Mitigation Consultation and Independent
Verification & Validation (IV&V)

erational Security Services

Specialized Vulnerability Scanning

Specialized Security Training

1SS0 Services

Disaster Recovery Consultation and Testing

IT System Hardening

Incident Response Planning
Creation/Maintenance of Security Documentation
Interface MOU/ISA Negotiations

Secure Web-based 1SS Toolsets

Security Team Qualifications

Certified Information Systems Security
Professional (CISSP)

Certified Information Systems Auditor (CISA)
Certified Business Continuity Professional (CBCP)
NDU/TRMC 4011, 4012 and CISO Certificates
Certification and Accreditation Professional (CAP)

Benefits of Choosing ESC

OMB-approved Security Services

18O 9001:2004 Certified Organization
Years of NIST-based C&A Experience
Franchise/Fee-for-Service Flexibility
Not Profit Driven; Low Labor Rates

Optimized C&A Process with Lean Six Sigma
Independence of C&A Services Validated by 3rd Party

OK-10-3341-JAH

Enterprise Services Center

A Division of the US Department of Transportation

About Enterprise Services Center

In the 1980s the US Department of Transportation dedicated
the resources to create an unparalleled team of profession-
als dedicated to supporting the diverse business needs of its
agencies. Today, called the Enterprise Services Center, this
group assists numerous agencies with a wide range of busi-
ness needs.

ESChas become a provider of choice because we take the
time to learn our customer’s business processes and require-
ments. We first pinpoint each customer’s expectations and
service level needs, then use the information we've garnered
to develop an appropriate support strategy.

ESChas extensive experience cross servicing other federal
organizations, to include the Government Accountability
Office, National Credit Union Administration, Department
of Commerce, Consumer Product Safety Commission,
Department of Education, US Air Force, Coast Guard,
Social Security Administration, Transportation Security
Administration, Office of Personnel Management, Commodity
Futures Trading Commission, National Endowment for
the Arts, General Services Administration, Department of
Agriculture, Environmental Protection Agency, Institute of
Museum and Library Services, and all of US DOT.

Enterprise Services Center OMB Designations:

February 2005
Financial Management Line of Business (FMLoB)
Shared Service Center for Financial Management

January 2009
Information Systems Security Line of Business (ISSLoB)
Shared Service Center for (&A and other Security Services

rESC,

Simplify
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